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HISTORYHISTORY

•• Awwa Research Foundation was Awwa Research Foundation was 
established in 1966 as an established in 1966 as an 
independent research organizationindependent research organization

•• 4040thth Anniversary in 2006!Anniversary in 2006!
•• Board of Trustees appointed by Board of Trustees appointed by 

AWWA, AMWA, and NAWC AWWA, AMWA, and NAWC 
including a Canadian trustee ( Carl including a Canadian trustee ( Carl 
Yates)Yates)
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AwwaRF Mission:AwwaRF Mission:

Advancing the science Advancing the science 
of water to improve the of water to improve the 

quality of life.quality of life.
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AwwaRF ResearchAwwaRF Research
•• Total research value Total research value -- > $ 412 million> $ 412 million

•• 2006 research value 2006 research value -- $24 million$24 million

•• 1033 research projects1033 research projects

oo 710 completed (693 published)710 completed (693 published)

oo 323 ongoing323 ongoing

oo Average project cost is > $350,000Average project cost is > $350,000
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AwwaRF’s Core AwwaRF’s Core 
DirectivesDirectives

•• Sponsoring researchSponsoring research

•• Developing knowledgeDeveloping knowledge

•• Promoting collaborationPromoting collaboration
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AwwaRF SubscribersAwwaRF Subscribers

•• Close to 900 utilities Close to 900 utilities 
•• 53 consultants53 consultants
•• 16 manufacturers16 manufacturers
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Canadian SubscribersCanadian Subscribers
•• Water Utilities Water Utilities –– 3535

•• Consulting Firms Consulting Firms –– 88

•• Manufacturers Manufacturers -- 22



© 2007 Awwa Research Foundation. All Rights Reserved.

Subscriber Demographics Subscriber Demographics 
(U/C/M)(U/C/M)

•• British Columbia British Columbia -- 3/3/03/3/0
•• Alberta Alberta –– 3/1/03/1/0
•• Saskatchewan Saskatchewan –– 2/0/02/0/0
•• Manitoba Manitoba –– 1/0/01/0/0
•• Ontario Ontario –– 21/4/221/4/2
•• New Brunswick New Brunswick –– 3/0/03/0/0
•• Nova Scotia Nova Scotia –– 2/0/02/0/0
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Projects Awarded & Projects Awarded & 
ValueValue

•• British Columbia British Columbia –– 1    $ 329,4831    $ 329,483
•• Alberta Alberta –– 20                  $ 6,719,87620                  $ 6,719,876
•• Saskatchewan Saskatchewan –– 0        $ 00        $ 0
•• Manitoba Manitoba –– 0               0               $ 0$ 0
•• Ontario Ontario –– 1919 $ 7,485,197$ 7,485,197
•• New Brunswick New Brunswick –– 00 $ 0$ 0
•• Nova Scotia Nova Scotia –– 22 $ 537,667$ 537,667

$ 4,062,223
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AwwaRF research is AwwaRF research is 
responsible for the responsible for the 

introduction of new treatment introduction of new treatment 
technologies (ozone, technologies (ozone, 

membranes, ultraviolet membranes, ultraviolet 
disinfection) now being used disinfection) now being used 

by water utilities, i.e., St by water utilities, i.e., St 
John’sJohn’s
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Emergency Response, Recovery, Emergency Response, Recovery, 
and Business Continuity Planning and Business Continuity Planning 

for Water Utilities: Review of for Water Utilities: Review of 
Approach, Findings, and OutputsApproach, Findings, and Outputs

Martin J. Allen, Ph.D.Martin J. Allen, Ph.D.
AwwaRFAwwaRF

Charles HerrickCharles Herrick
Stratus Consulting Inc.Stratus Consulting Inc.
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Project ObjectiveProject Objective
Review, critique, and improve the Review, critique, and improve the 
statestate--ofof--thethe--practice of disaster practice of disaster 
response, recovery, and business response, recovery, and business 
continuity for drinking water utilities by continuity for drinking water utilities by 
providing usable planning tools to providing usable planning tools to 
update existing capabilities and update existing capabilities and 
address new contingencies, such as address new contingencies, such as 
domestic terrorism.domestic terrorism.
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Project DriversProject Drivers
•• Changes in utility operational Changes in utility operational 

environment (domestic terrorism)environment (domestic terrorism)
•• New disaster business models New disaster business models 
•• Emergency communications, Emergency communications, 

disaster response, extreme events disaster response, extreme events 
(science and technology (science and technology 
development)development)

•• Business continuity planningBusiness continuity planning
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Some Overarching FindingsSome Overarching Findings
•• Vulnerability assessment and emergency Vulnerability assessment and emergency 

planning are ongoing exercisesplanning are ongoing exercises
•• Domestic terrorism introduces an element of Domestic terrorism introduces an element of 

unpredictability to water sector emergency unpredictability to water sector emergency 
response planningresponse planning

•• Existing water utility emergency plans are Existing water utility emergency plans are 
uneven in their reliance on specified uneven in their reliance on specified 
emergency scenarios; scenarios tend not to emergency scenarios; scenarios tend not to 
drive resource needs, action priorities, etc.drive resource needs, action priorities, etc.

•• Most emphasize training, but implementation Most emphasize training, but implementation 
of programs/exercises is widely variantof programs/exercises is widely variant
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Some Overarching Findings Some Overarching Findings 
(continued)(continued)

•• Most utilities have not taken steps to Most utilities have not taken steps to 
prioritize customer needs, develop prioritize customer needs, develop 
corresponding thresholds of service corresponding thresholds of service 
disruptiondisruption

•• Most emergency plans do not address Most emergency plans do not address 
differential impacts across stakeholder differential impacts across stakeholder 
groupsgroups

•• Many plans are voluminous, “usability” Many plans are voluminous, “usability” 
under stressful conditions questionableunder stressful conditions questionable

•• Need to budget for emergency response Need to budget for emergency response 
activitiesactivities
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Key Gaps in Water Utility Key Gaps in Water Utility 
Emergency PlanningEmergency Planning

•• Uneven utilization of reliance on formal Uneven utilization of reliance on formal 
emergency scenariosemergency scenarios

•• Generic identification of emergency Generic identification of emergency 
response stakeholders and their differing response stakeholders and their differing 
rolesroles

•• Bringing the plan to “life”Bringing the plan to “life”
•• Emergency communicationsEmergency communications
•• Approaching service Approaching service 

disruption/restoration prioritizationdisruption/restoration prioritization



© 2007 Awwa Research Foundation. All Rights Reserved.

Key Gaps in Water Utility Key Gaps in Water Utility 
Emergency Planning Emergency Planning 

(continued)(continued)
•• Plan usabilityPlan usability
•• TrainingTraining
•• Balancing SOPs with operator Balancing SOPs with operator 

“mindfulness”“mindfulness”
•• Utilization of appropriate Utilization of appropriate 

technologytechnology
•• FacilityFacility-- and/or componentand/or component--specific specific 

proceduresprocedures
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Addressing Gaps: A Kit of Addressing Gaps: A Kit of 
ToolsTools

Framework

Self Assessment Questions organized by
“Action Areas”

Corresponding, specific, “how to” 
resources
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Emergency Response Planning Framework (A 12 step sequential logic)

Conduct on-going 
training / security 
acculturation

Plan Maintenance, Security Acculturation, & TrainingPlan Maintenance, Security Acculturation, & Training

Recognize status changes

Mobilize staff 

Activate external communications

Analyze type and severity of event

Develop specific response/recovery actions
Assess/address health and safety threats

Preserve stored water/identify 
alternative water sources

Perform emergency repairs based 
on priority of demand

Return system to normal levels

Evaluate response and plan

Revise plan

ResponseResponse

CommunicationCommunication

Business ContinuityBusiness Continuity

RecoveryRecovery

Incident

Pre-Plan ActivitiesPlan Administration
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Twelve Action AreasTwelve Action Areas
1.1. Recognize status changes and Recognize status changes and 

activate planactivate plan
2.2. Mobilize staffMobilize staff
3.3. Activate external communicationsActivate external communications
4.4. Analyze type and severity of eventAnalyze type and severity of event
5.5. Develop specific response and Develop specific response and 

recover actionsrecover actions
6.6. Assess and address health and Assess and address health and 

safety issuessafety issues
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Twelve Action AreasTwelve Action Areas
7.7. Preserve stored water and identify Preserve stored water and identify 

alternative water sourcesalternative water sources
8.8. Perform emergency repairs based Perform emergency repairs based 

on priority of demandon priority of demand
9.9. Return system to normal levelsReturn system to normal levels
10.10. Evaluate response and planEvaluate response and plan
11.11. Revise planRevise plan
12.12. Ongoing training and security Ongoing training and security 

acculturationacculturation
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SelfSelf--Assessment QuestionsAssessment Questions
E.g., Action Area 7 “Preserve stored water and E.g., Action Area 7 “Preserve stored water and 

identify alternative water sources…identify alternative water sources…

A.A. Does the plan (or annex) include a list of options Does the plan (or annex) include a list of options 
for short term alternate supplies of drinking for short term alternate supplies of drinking 
water, characterizing both type (e.g., bottled, water, characterizing both type (e.g., bottled, 
bulk, untreated) and source (e.g., local bulk, untreated) and source (e.g., local 
government agencies, local retailers, military government agencies, local retailers, military 
assets, neighboring water utilities)? assets, neighboring water utilities)? 

oo Short Term Alternate Domestic Water Supplies Short Term Alternate Domestic Water Supplies 
oo Short Term Alternative Water Supplies Short Term Alternative Water Supplies 
oo Short Term Alternative Water Supply Options Short Term Alternative Water Supply Options 

B.B. Is it clear that alternate supplies are Is it clear that alternate supplies are 
substantiated through current mutual aid substantiated through current mutual aid 
agreements, contractual arrangements, or other agreements, contractual arrangements, or other 
mechanisms? mechanisms? 

–– Yes / NoYes / No
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SelfSelf--Assessment Questions Assessment Questions 
(continued)(continued)

C.C. Does the plan include information on provincial Does the plan include information on provincial 
and federal agencies that may be called on if and federal agencies that may be called on if 
local sources of water prove unavailable or local sources of water prove unavailable or 
insufficient? insufficient? 

–– Short Term Alternate Domestic Water Supplies Short Term Alternate Domestic Water Supplies 
D.D. Does the plan contain fact sheets and/or Does the plan contain fact sheets and/or 

instructions that consumers can use to identify instructions that consumers can use to identify 
household sources (e.g., pipes, hot water tanks) household sources (e.g., pipes, hot water tanks) 
of emergency water supply? of emergency water supply? 

–– Short Term Alternate Domestic Water Supplies Short Term Alternate Domestic Water Supplies 
–– Water Storage Water Storage 

E.E. Does the plan include fact sheets or other public Does the plan include fact sheets or other public 
guidance for water purification? guidance for water purification? 

–– Disinfection of Unsafe Drinking Water Disinfection of Unsafe Drinking Water 
–– Public Guidance on Water Purification  Public Guidance on Water Purification  
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Zeroing in on the Utility’s Zeroing in on the Utility’s 
Specific NeedSpecific Need

•• Action Area 7, Question D: Does the Action Area 7, Question D: Does the 
plan contain fact sheets and or plan contain fact sheets and or 
instructions that consumers can use instructions that consumers can use 
to identify household sources (e.g., to identify household sources (e.g., 
pipes, hot water tanks) of emergency pipes, hot water tanks) of emergency 
water supply?water supply?

•• Short term alternative supplyShort term alternative supply
•• Water storageWater storage
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Excerpted Best PracticesExcerpted Best Practices
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Security Practices Primer Security Practices Primer 
for Water Utilitiesfor Water Utilities

Martin J. Allen, Ph.D.Martin J. Allen, Ph.D.
AwwaRFAwwaRF

..
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Critical InfrastructuresCritical Infrastructures
•• Emergency services and local government Emergency services and local government 

(hospitals, law enforcement, fire fighters)(hospitals, law enforcement, fire fighters)
•• Energy services (electricity, gas, oil, nuclear)Energy services (electricity, gas, oil, nuclear)
•• Transportation (trucks, railroads, airlines)Transportation (trucks, railroads, airlines)
•• Banking and monetary servicesBanking and monetary services
•• Chemical industryChemical industry
•• WaterWater
•• Defense industriesDefense industries
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Project ObjectiveProject Objective

•• Provide utility managers and Provide utility managers and 
the water community with a the water community with a 
comprehensive, easycomprehensive, easy--toto--use use 
primer on securityprimer on security--related related 
policies and procedurespolicies and procedures
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Guidance in Five Major Guidance in Five Major 
CategoriesCategories

•• Human resourcesHuman resources
•• Physical and Operational SecurityPhysical and Operational Security
•• Internal and External CoordinationInternal and External Coordination
•• Technical and Contamination Technical and Contamination 

ResponseResponse
•• Information and Communication Information and Communication 

SecuritySecurity
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Research ApproachResearch Approach

•• Review of published literature on Review of published literature on 
widely used security practiceswidely used security practices

•• Participants included five water Participants included five water 
utilities and US EPAutilities and US EPA

•• Survey of 82 water utilitiesSurvey of 82 water utilities
•• Survey of 27 of other industries with Survey of 27 of other industries with 

proven security practicesproven security practices
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Utility StrengthsUtility Strengths
•• Visitor/contractor access controlVisitor/contractor access control

•• Public tour policiesPublic tour policies

•• Threat levels and associated responseThreat levels and associated response

•• Chemical delivery and testing Chemical delivery and testing 
proceduresprocedures
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Utility StrengthsUtility Strengths

•• Coordination with external agencies, i.e. Coordination with external agencies, i.e. 
law enforcementlaw enforcement

•• Response plans for threatened or actual Response plans for threatened or actual 
contamination eventscontamination events

•• Cyber security plans and policyCyber security plans and policy
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Utility WeaknessesUtility Weaknesses
•• Employee background checks Employee background checks 

practicespractices

•• Employee security trainingEmployee security training

•• Employee safety procedures in the Employee safety procedures in the 
event of a security incidentevent of a security incident

•• Package/mail delivery screeningPackage/mail delivery screening
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Utility WeaknessesUtility Weaknesses
•• Coordination with the health and Coordination with the health and 

medical community and pharmaciesmedical community and pharmacies

•• Neighborhood watch programsNeighborhood watch programs

•• Information and communications Information and communications 
securitysecurity
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ObservationsObservations
•• Emergency procedures and security Emergency procedures and security 

plans to be a longplans to be a long--term priorityterm priority
•• Written plans and procedures should Written plans and procedures should 

model those successfully model those successfully 
implemented by other water utilitiesimplemented by other water utilities

•• Training is necessary to ensure the Training is necessary to ensure the 
development and implementation of development and implementation of 
effective emergency and security effective emergency and security 
plans plans 
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Project ObjectivesProject Objectives
•• Provide utilities with evaluation of Provide utilities with evaluation of 

the practicalities of alternative water the practicalities of alternative water 
supply provisionssupply provisions

•• Characterize pros and cons of Characterize pros and cons of 
unconventional water supply optionsunconventional water supply options
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Key FindingsKey Findings

•• Point of Use (POU) highly protective Point of Use (POU) highly protective 
against infectious/acute agents but against infectious/acute agents but 
time logistics limit applicabilitytime logistics limit applicability

•• POU and Point of Entry (POE) POU and Point of Entry (POE) 
effective against contaminants of effective against contaminants of 
greatest concern can mitigate risk greatest concern can mitigate risk 
when installed by consumerwhen installed by consumer
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Key FindingsKey Findings
•• POU/POE using a train (including POU/POE using a train (including 

RO, GAC, and UV) is an excellent RO, GAC, and UV) is an excellent 
package but relatively costly at the package but relatively costly at the 
household levelhousehold level

•• POU/POE response to a terrorist POU/POE response to a terrorist 
threat unlikely with system flushing threat unlikely with system flushing 
and bottled water more protectiveand bottled water more protective
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Key FindingsKey Findings
•• LargeLarge--scale POE for selected scale POE for selected 

institutions to protect patients and institutions to protect patients and 
health care staff is a reasonable health care staff is a reasonable 
approachapproach

•• POU/POE might be favorable when a POU/POE might be favorable when a 
system contaminant cannot be removed system contaminant cannot be removed 
by flushing, is a chronic toxicant, or has by flushing, is a chronic toxicant, or has 
detectable taste and odour.detectable taste and odour.
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AwwaRF ReportsAwwaRF Reports

•• Free to AwwaRF subscribersFree to AwwaRF subscribers

•• Most can be purchased from Most can be purchased from 
AWWAAWWA

•• www.awwarf.orgwww.awwarf.org for full array of for full array of 
AwwaRF reports (1000+)AwwaRF reports (1000+)


